[Ipunoxenue 1
K npuxazy OI'VII

((HHHCHK06HTCXHHBCHTH H33HHH)’Z
oT «A wiecx e P20 v. No HH6

MMOJOKEHUE
110 OPraHH3AUKM ¥ NPOBEAEHHI0 paboT 1o obecneyeHHI0 Ge30NACHOCTH
NepCOHATBbHBIX JAHHBIX IPH HX 00paboTKe B HH(POPMAIHOHHBIX CHCTEMAX
NePCOHAIBHBIX JaAHHBIX

1. OBIIME IMOJOXEHHSA

1.1. Hacrosimee ITomoxkeHue 0O opraHu3ali M OPOBENEHHMIO pPabOT IO
obecrieueHuio  GE30MACHOCTH  IIEPCOHANBHBIX  JAHHBIX [pd  uMX 00paGoTke B
MHQOPMALMOHHBIX CHCTEMaX MEPCOHATBHBIX MaHHBIX OGIaCTHOrO rocyAapcTBEHHOrO
YHHUTapHOro mnpeanpustus "JlunenkrexuHBeHTapu3auus" (manee - Ilomoxenue)
paspabotano B coorBeTcTBHH ¢ DenepaibHbIM 3aK0HOM OT 27 mronst 2006 r. Ne 149-03
«O6 wuHdopManuy, MHOOPMAIMOHHBIX TEXHOJIOTMAX M O 3alluTe MH(OPMALHI,
®enepalibHbIM 3aK0HOM 0T 27 mronst 2006 1. No 152-d3 «O mepcoHaNbHBIX AaHHBIXY,
nocraHoBneHuem IlpaBurenscrsa Poccuiickoit ®enepanuu ot 15 centsabps 2008 r. Ne
687 «O6 yrBepixnenun ITomoxkeHus 06 0COGEHHOCTAX 0OPaGOTKH HEpPCOHATBHBIX
JaHHBIX,  OCYHICCTBJIAEMOM  0€3  HCIIOJNIB30BaHMA  CPEICTB  ABTOMATU3ALANY,
nocraHoBieHreM [IpasurenscTea Poceniickoit @enepauuu ot 1 Hos6psa 2012 r. Ne 1119
«O6 yTBepKIeHNM TpeOOBAaHMI K 3alIUTE MIEPCOHANBHBIX JAHHBIX NP MX 06paboTke B
MH(QOPMAIMOHHBIX CHCTEMAaX IEPCOHANILHBIX JAHHBIX», IIOCTAHOBJIEHUS IIpaBUTeNbCTRA
Poccuiickoit ®enepannu ot 21 mapra 2012 r. Ne211 «OG6 yTBepiIEHMM MEPEUHS MeD,
HAalPAaBIICHHBIX Ha OOCCHEYEHHE BBINOJHEHMS OOJ3aHHOCTEH, IPelyCMOTPEHHBIX
OeliepasibHBIM 3aKOHOM «O MEPCOHANBHBIX JIAHHBIX» M HPUHATHIMM B COOTBETCTBHHU C
HHM  HOPDMAaTHBHBIMH  IIPaBOBBIMH  aKTaMH,  OIEpPaTOpaMH,  SBIISIOIIMMUCS
TOCYIapCTBEHHBIMU WIH MYHHIHUIAIBHEIMH OpraHamMmu», npukazom ®CTOK Poccun ot
11.02.2013 1. Ne 17 «O6 yreepxuenun TpeGoBanuii o 3ammre MHGOPMAIUH, HE
COCTAB/LIOIICH TrOCYapCTBEHHYIO —TaifHy, COAep)KaIelcss B  rocyaapCTBEHHBIX
MH(OPMALMOHHBIX CHCTEMax», MprkazoM delepanbHON CIykObl M0 TEXHHYECKOMY ¥
SKCIOPTHOMY KOHTpoito oT 18 despans 2013 r. Ne21 «O6 yrBepxuenuu CocraBa u -
COIEpXKaHUA OpPraHU3alMOHHBEIX M TEXHHMUYECKHUX MEp MO 00eCIeYeHHMIO 0e30ImacHOCTH
NCPCOHANBHBIX  AHHBIX MNpH MX 00paboTke B HHPOPMAIIHOHHBIX CHCTEMax
NEPCOHANBHBIX TAHHBIX).

1.2. Ienp paspaboTku HacTosimero ITonoXKeHWsI - YCTAHOBJIEHHE IOPSIKA
OpraHu3alMy M TNpoBelieHUs paboT mo obecrnedyeHHIo OE30IMaCHOCTH IEPCOHATBHBIX
JaHHBIX (nanee - I1/IH) B MHGOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX NaHHBIX (Hanee -
NCTI/In) O6nactHoro IOCYJJapCTBEHHOTO YHUTApHOI'O IIPEANPUATHS

"JluneuxrexunBenTapusanus” (najnee - Oneparop) Ha MPOTSHKEHUH BCErO KU3HEHHOIO
uukita UCITIn.

2. TEPMHHBI 1 OITIPEOEJEHHU S

2.1. B mHacrosmem ITonoxeHHH HCHONB3YIOTCA CIEAYIOIME TEPMHUHBI M KX
OIIpEJIEICHHUS !



MHpopMalMoOHHAs ~ CUCTEMa  [EpCOHANIBHBIX  NAHHEIX -  COBOKYNHOCTR
cojepkaimuxcss B 0Oa3zaX JaHHBIX IEPCOHAIBHBIX MAHHBIX U OOECIIEUMBAIOIIUX WUx
00paboTKy MHMOPMAIIMOHHBIX TEXHONOT i U TEXHIIECKUX CPEICTB.

KonpuaeHIuansHOCT MepcOHaNbHEIX JAHHBIX - O0A3aTeNBHOE JUIS COBMIONEHH s
ONEpaTOPOM KJIM MHBIM IIOJIYYHMBIIMM JOCTYI K IEPCOHANBHBIM JAHHBIM JIMIIOM
TpeboBaHue He JOIyCKaTh UX paclpocTpaHeHue 6e3 cornacus cyOheKTa NepCoHATbHbIX
JAHHBIX WM HAJIWYUSA MHOTO 3aKOHHOIO OCHOBAHMsA, €CIM HHOE HE IPEIyCMOTPEHO
(benepanbHBEIM 3aKOHOM.

MexcereBoit 3KpaH - JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIMOHAIBHO-
paclpeneieHHoe IporpaMMHoe  (MPOrpaMMHO-AIapaTHOE) CPeCTBO  (KOMIUIEKC),
peanusyromee KOHTPOIb 3a HHPopMalwel, NocTynamei B MHGOPMAIMOHHYIO CHCTEMY
IIEPCOHAJIBHEIX JAaHHBIX U (MJIH) BRIXOAAIICH U3 HH()OPMALIMOHHONW CUCTEMEI.

HecanknuonupoBaHHEBIH 1oCTYn (HECAHKITMOHUPOBAHHEBIE AEHCTBUS) - HOCTYN K
MH(QOPMAIM WIM JeHCTBHA ¢ MHpOpMauueil, HapylIalollie IpaBWia pa3rpaHUuCHUS
JOCTyIa C UCIOIh30BaHUEM IUTATHBIX CPEJCTB, NPEJOCTABIAEMbIX HHOOPMAHOHHEIMU
CHCTEMaMMU IIEPCOHATBHEBIX JTAHHEIX. '

OGpaboTka nepcoHaNbHBIX JAHHBIX - JNeHCTBHs (OEpaluu) ¢ HEePCOHATbHBIMH
JaHHBIMH, BKJIIOYas c6Op, 3aIHCh, CUCTEMATH3AIMIO, HAKOILIEHHE, XPaHEeHHE, YTOUHEHHE
(o6HOBJIEHHE, N3MEHEHHUE), U3BIICUCHNUE, HCIIONb30BAHUE, Nepeaady (pacipocTpaHeHMue,
IpeOCTaBIeHne, NOCTYyI), obe3nuuuBaHue, ONOKMPOBAHUE, yIAJEeHHE, YHHUTOKEHUE
IEPCOHANBHEBIX JaHHBIX.

Omneparop - rocyAapcTBEHHBIH OpraH, MyHHUIUIIANEHEINH OpraH, I0pUAXIECKOe WK
(QuU3HIECKOE JIMII0, CAMOCTOATEIBHO HIIM COBMECTHO C APYTHMHU JIMLIAMA OPTaHU3YIOLIME
¥ (WIK) OCYLIECTBIIOMUE 00paboTKy NePCOHANBHEIX JAHHBIX, @ TAKKE OIPEIENTIOIIHEe
e 06paboTKY MEPCOHANBHBIX aHHBIX, COCTAB MEPCOHAIBHEIX JaHHBIX, IOLIEKALAX
o6pabotke, AeiicTBus (Onepalliu), COBEpPIIAEMBIE ¢ IEPCOHATBHBIMM IaHHBIMH.

Texuuueckue cpencTBa HMHGOPMALUKHOHHON CHUCTEMBI IIEPCOHANBHBIX JAHHBIX-
CPEJICTBA BHIYUCIIUTENBHON TEXHUKH, UH(POPMAITMOHHO-BEIYNCITUTENBHEIE KOMIUIEKCH U
CETH, CPEICTBA U CUCTEMBI Iepenayu, npuemMa u o6pabotku IT/IH (cpencTBa u cucteMsl
3BYKO3aIIHCH, 3BYKOYCHJICHUH, 3BYKOBOCIIPOM3BEICHNS, IIEPErOBOPHBIC 78
TEJNEBU3MOHHBIE YCTPONCTBA, CPENCTBA M3rOTOBICHMS, THPOKHUPOBAHHUA JTOKYMEHTOB H
Jpyrue TeXHW4EeCKUe cpejicTBa 00paboTKM peueBol, rpaduuecko, BUIcO- 1 OYKBEHHO-
uuppoBoi MHpOpMaLMU), IPOrpaMMHEIE CPE/ICTBA (OIEPALMOHHEIE CHCTEMBI, CHCTEMBbI
ynpasjieHus 6a3aMH JAHHBIX U T.IL.), CPEJICTBA 3aLUTEI HHOOPMAIIN).

ITepconanenpie naHHble - MoGas HHGOPMAIMSA, OTHOCAINAACA K HPIMO WIIH
KOCBEHHO OIPENEICHHOMY, WIM oIpejenseMoMy GusudeckoMy Juuy (cyObekTy
IICPCOHAJIBHBIX JIAHHBIX).

ITonp3oBaTens HMHGOPMALMOHHON CHCTEMBI IEPCOHANBHEIX JAHHBIX - JIMIO,
yJacTByroliee B (DYHKLUHMOHHPOBAHMM MH(DOPMALMOHHOM CHCTEMBI IIEPCOHANBHEIX
JAaHHBIX WM MCIIONIBE3YIOIIee PE3YIIBTATH €€ OYHKIIMOHUPOBAHMA.

Pecypc HHQOpPMAaLIOHHOW CHCTEMBI - HMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
NPUKIAZHOTO WM anmnapaTHoro obtecredeHust GQYHKIHMOHUPOBaHMs MHPOPMAlHOHHOM
CHCTEMEI.

Cpencrsa  BBIYHCIUTENBHOA TEXHAKM - COBOKYNHOCT MpPOTPAMMHBIX U
TEXHUYECKUX JJIEMEHTOB CHCTeM 00paGoTKM NaHHBIX, CHOCOOHBIX Q)yHKuHOanOBaTL
CaMOCTOSATEIBHO HIHM B COCTABE JPYIMX CUCTEM.

Yrpo3pl 6e30MacHOCTH NEPCOHANBHEIX NAHHBIX - COBOKYHHOCTH YCIOBHH u
(}aKkTOpOB, CO3JAIONIMX ONACHOCTh HECAHKLMOHMPOBAHHOTO, B TOM YHCIE CIydailHoro,



JOCTYINA K NEPCOHANBHBIM JIaHHBIM, PE3y/IbTaTOM KOTOPOTO MOYKET CTaTh YHUYTOXKCHHE,
M3MEHEHHUE, OJIOKUPOBAHKE, KOMUPOBAHUE, PACIIPOCTPAHEHHE NEPCOHAIBHEIX MaHHBIX, a
TaKKe MHBIX HECAHKIMOHMPOBAHHBIX JEHCTBUIT Ipu uX obpaboTke B UHHOPMALMOHHOM
CUCTEMC MNCPCOHAJIBHBIX JaHHBIX.

YHUUTOXEHHE MNEPCOHAJIBHBIX HAaHHBIX — ﬂeﬁCTBHH, B pe3yjbTaTe KOTOPbIX
CTAHOBHUTCS HEBO3MOXKHEIM BOCCTAHOBHTH COJIEp)KAHUE II€PCOHAJIBHBIX JTaHHBIX B
MHQOPMAIIMOHHOM CHCTEME IEPCOHAIBHBIX JAHHBIX M (WIM) B pe3yiapTaTe KOTOPBIX
YHUYTOXKAIOTCS MaTepHalbHbIe HOCHTEH MePCOHATBHBIX JaHHBIX.

VpoBeHb 3alMINEHHOCTH IICPCOHANBHBIX JAaHHBIX — KOMIUIEKCHBIH IOKa3aTellb,
XapaKTepU3yIOIIuii TpeGoBaHus, UCIOIHEHHE KOTOPhIX oOecrednBaeT HeHTpanusanuio
OTIpe/Ie/ICHHBIX Yrpo3 Oe30MacHOCTH MEepCOHANBHBIX [aHHBIX NpU HMX 00paboTKe B
HUH(POPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX TaHHBIX.

Vreuka  (3amumiaemoit) uHGoOpManmM 1O TEXHHYECKMM  KaHajuam -
HEKOHTPOJIUPYEMOE  PACIpOCTpaHCHHE MHPOPMAMHA OT HOCHTENs 3allHIaeMoi
uHpOpMaIHK Yepe3 GU3MIECKYIO Cpely 10 TEXHUYECKOrO CPEJICTBA, OCYLIECTBIIAIONIETO
nepexBaT HHHOPMAaIHH.

LlenocTHOCT MHPOPMAIMK - CIIOCOOHOCTH CPENCTBA BBIYUCIHTEIBHON TEXHUKH
WIKM MHPOPMAIMOHHOM CHCTEMBI 00eceYnBaTh HEN3MEHHOCTh HH(POPMAIMH B YCITOBHAX
CIy4aiiHOTO W/WITH MPeTHAMEPEHHOTO UCKaKEHHs (Pa3pyLIeH ).

3. IOPAAOK OPTAHU3AIIMHA U ITPOBEAEHUSI PABOT I1O
OBECIIEYEHHIO BE3OITACHOCTHU NEPCOHAJIBHBIX JTAHHbBIX

3.1. Tlox opranuzanueii obecnieuenuss GeszomacHocTy II/[H mpm ux obpaborke B
WCITIn nonuMaeTrcs GpopMHpOBaHHE M peanu3alysl COBOKYIHOCTH COIVIACOBAHHBIX 110
IeTH, 3aJa4aM, MECTY M BPEMEHM OpPraHM3alMOHHBIX M TEXHUYECKUX MEpOIIpPUATHIA,
HalpaBJICHHBIX Ha MMHHMHM3aIMIO yimepba OT BO3MOXKHOM peanusanyu  yrpos
besomacHocti II/lH, peanu3zyeMbIX B paMKax CO34aBaEMON CHCTEMBl 3alUTEI
NEepCOHANBHBIX AaHHBIX (nanee - C3[1/1n).

3.2. C3II[du BxmoyaeT B ce0s OpraHHM3allMOHHBIE M (WMJIM) TEXHUYECKUE MEpHI,
ONpeNieJICeHHBIE ¢ YYEeTOM akKTyalbHBIX yrpo3 OeszomacHoctu [IJIH, ypoBHs
samumenHoctd  [1/[H, kortopeii HeoOxomumo obecrneyuTh, U HMHOOPMALMOHHBIX
TEXHOJIOTUH, UCTIOJIB3YEMBIX B MHQOPMAIIMOHHBIX CUCTEMAX.

3.3. bezonacuocts [1/IH npu ux o6pabotke B MICII/IH oOecrieurBaeT onepaTop WK
Mo, ocymectisiomee obpaborky ILJIH 1mo mopydeHHio onepatopa Ha OCHOBaHUM
3aKJII0YaEMOr0 € 3THM JIMIIOM JOroBopa (Iajiee- YNMOJHOMOYEHHOe Juuo). JloroBop
MEXJTy OTIIepaTOPOM H YIIOJTHOMOYEHHBIM JIMIIOM JIOJKEH ITPeyCMaTpHBaTh 003aHHOCTh
YIOJIHOMOYEHHOro Jinna obecrneunts Oe3omacHocTh II/IH mpum ux ob6pabotke B
MH(pOpPMAIMOHHOM cUCcTEME.

3.4. Bribop cpeactB 3amutel uHpopmanuu g C3IIJJH ocymecTBusercs
OlepaToOpoM B COOTBETCTBHM C HOPMATHUBHBIMU IIPaBOBBIMM aKTaMH, IIPUHATHIMU
denepanpHOit cayxb60it 6esonacHocTr Poccuiickoit @enepauuu (ganee - ®Ch Pocenn) u
DenepanbHOi CITY:KO0M MO TEXHMYECKOMY M 3KCHOPTHOMY KOHTpojo (nanee - ®CTOK
Poccun) Bo ucnonuenue @enepanbHoro 3akona «O MepcoHaIbHBIX JaHHBIX).

3.5. Crpykrypa, coctaB u ocHOBHbIe (pyHKIMH C3II/IH onpenestoTcss UCXOII U3
yporHs 3amumenHoctu 1111 npu ux obpabotke B UCIT/IH.

3.6. C311/IH co3naercs B TpU HTamna:

Oran 1. IlpennpoextHoe obcnenoBanue MCII[IH m paspaboTka TEXHHMYECKOIO
3a7iaHusl Ha coznanue C3IT/mH.




Oran 2. [IpoekTupopanue C3I1/In, 3akymnka, ycTaHOBKa, HACTPOHKa He0OX0MMMEBIX
CPEJICTB 3alUTHl HHOOPMAIIHH.

Itan 3. Beox MCIT/TH ¢ C3I1/IH B 9KCIITyaTALHMIO.

3.7.  Oran 1. TIlpoBeneHue NpeampoeKTHOTO oOCIEIOBAHUI U paspaborka
TEXHUYECKOT0 3a/jaHus Ha co3fanue C3IIIn '

- HasHauenue 0TBETCTBEHHOrO 3a OpraHU3anmIo 06paGoTKM I11H.

- Cosjanue KOMHCCHH MO ONpEJENEHHIO YPOBHS 3alMIIEHHOCTH ITIn mpu wmx
obpaborke B UCIT/IH.

- Onpenenenue neneit o6pa6orku ITJTH.

- Onpenenenne nepeuns UCII/In u cocraa IT][H, obpabareiBaeMsix B ICIT/Ix

- Onpenenenue nepeuns 06pabareiBaeMpIx I1/TH.

- Onpenenenne cpokos oGpabotku u xpanenus [1J[H, ucxons u3 TpeOOBaHuUs, YTO
[T/l He NOJDKHBI XPAaHUTHCS TONbLIE, 9€M 3TOr0 TPeGYIOT Leiu obpabotku atux I1]1H,
I10 TOCTHXKECHHIO KOTOPEIX [1/IH nmojyiexar yHHUTOKEHHUIO.

- Ompenenenne mnepeuns wucnonssyemsix B MCIIu (mpemyiaraeMeIx K
ucnonb3osanuio B VICIIJ(H) o6LiecucTeMHBIX U MPUKIIaTHBIX IPOTPAMMHEIX CPEJICTB,

- Onpenenenne pexumon o6paGorku ITJn B VICII/IH B wenoM ¥ B OTIENbHBIX
KOMITOHEHTaX

- Haspauenue oTBercTBeHHOro 3a ofecieucHHe 6Ge30MacHOCTH ITIx 8 UCIIOn
(manmee - OTBeTCTBeHHBIN) /s pa3spaGOTKM M OCYIIECTBJIEHHS TEXHHYECKHX
MEpPONPUATHH 110 opraHusauuu 1 obecreuenuio 6esonacuoctu I1JIH npu ux obpaboTtke B
UCTIqu. Tna xaxmoit ICITJIH MoxkeT GBITh Ha3HAUECH OT/ENBbHBIH OTBETCTBEHHEbI,

- Omnpeznenenve mepeuyds NOMCIIEHUH, B KOTOPBIX pasmemiensl UCIITn u
MarepualibHele Hocutenu [1]1H.

- Onpenenenve xonburypanuu 1 tononorun VICTIIH B [eIOM M UX OTHCIBHBIX
KOMIIOHEHT, (U3MYIECKUX, DYHKIMOHAIBHBIX M TEXHOJNOTMYECKUX CBS3CH KAk BHYTpPHU
9TUX CHCTEM, TaK U ¢ APYTUMH CUCTEMaMU Pa3IMYHOr0 YPOBHA U HA3HAUCHUS,

- OmpejeneHne TEXHUYECKUX CPEACTB H CHCTEM, ucnons3dyeMex B MCII/IH,
BKJIIOYAs YCIIOBUS MX PACIIONIOMKEHMS.

- GopMUpOBaHUE TEXHUYECKUX nacriopros VICITH.

- Pa3paboTka OpraHH3alHOHHO-PACTIOPSAIUTEIBHBIX NOKYMEHTOB (nanee - OPJI),
PerIaMEHTUPYIOIUX TIporiece 06paboTku u 3amute [1/1H; _

- Ionyyenue (mpu neo6xomumocty) cornacus na o6paGorky [1/1n cyosexroM I1/1H,
NOAMKCAHHE 0053aTeNbCTRA 0 COOMONEHIH KoHbunenmansHocTH [1/]1 COTPYIHUKAMU.

- YTBepxkaenue ¢dopm yBemoMiIeHu# cyGbexroB IIJH wu bopm KypHAaNOB,
HeOOXOMUMEIX B LIEsX obecreuenus 6e30IacHOCTH I10m. '

- Onpenenenue yposHs sammuienHoctu IIJIH npu ux obpabotke B UCII/In B
cooTBeTcTBMH ¢ «TpeGosanuamu k sammre [1/IH npu ux o6paboTke B UHQOPMAIHOHHEIX
CUCTEMAX MEPCOHANBHEIX AHHBIX», YTBEPKACHHBIMU MOCTAHOBIEHUEM IIpaBuTenscTRa
Poccutickoit Denepannn ot 1 Hos6ps 2012 . Ne 1119 (TIOArOTOBKA ¥ YTBEPKIEHHE aKTa
ONpEACICHUS ypoBHs 3amuimeHHocTd [1In npu ux o6paborke B UCIT In).

- Onpenenenne Tuma yrpos Gesomacmoctu  I1JIH, aKTyaJlbHBIX  JIs
VH(QOPMAIIMOHHOM CHCTEMBI, ¢ YUETOM OLEHKH BO3MOKHOIO Bpella B COOTBETCTBHH C
HOPMATHBHBIMHU IPABOBEIMH aKTaMH, NPUHATHIME BO UcTionHeHue DenepaisHoro 3aK0Ha
«O mepcoHanbHEIX TaHHBIX», ONpenencHue yrpos, GesonacHocty IT[H B KOHKpETHEIX

ycnoBmax ¢ynxuuonuposanus UCIIu (pazpaboTka Momeneii yrpo3 G6esonacHoctu 1111
npu ux o6pabotke B ICII]TH).



3.9. Oran 3. Beog UCII/{a ¢ C3I1JIH B MpOMBIILITIEHHYIO 3KCILUTYaTaLHIO.

Ha craguu Beoga B MCIT/la (C3I1/1H) ocyiuecTBisgtoTCs:

- OMNBITHAS IKCIUTyaTalusl CPeJCTB 3alIUTH MHPOPMAIMU B KOMIUIEKCE C APYTHMU
TEXHUYECKMMHM W I[POrPaMMHBIMH  CpEICTBAMM B II€NAX  TPOBEPKH WX
padoTtocrnocooHocTH B coctae MCIT/IH (ipu HeoOXoauMOCTH);

- TIPHEMO-CJIaTOYHbIE UCTIBITAHUS CPEICTB 3alUTHl MH(MOPMALUK 110 pe3yJIbTaTaM
ONBITHOM 3KCIUTyaTaluu (Ipu HEOOXOUMOCTH);

- KOHTPOJIb BBINIOJIHEHHS TpeOOBaHM# (BO3MOMHO IIPOBEJEHME JaHHOIO KOHTPOJIS B
BHJI€ aTTeCTaIuHU 10 TpeboBanusM OezonacHocty 11/1H).

KoHTpomb 3a BHINMOJHEHMEM HACTOSIUUX TPeOOBaHUH OpPraHM3yeTCs M IPOBOIMTCA
ornepaTopoM (YIMOJTHOMOUEHHBIM JIMIIOM) CaMOCTOSTENBHO U (MJIM) C IPHUBICYECHUEM Ha
JIOTOBOPHOI OCHOBE IOPUAMYECKUX JIML M HHAMBUIYaIBHBIX MpeINpUHUAMATENCH,
MUMEIOIIMX JIMIIEH3MIO Ha OCYIIECTBICHHE JEATENBHOCTU I10 TEXHUYECKOH 3amure
KOH(HUIEHIMATEHOM HHGOopMAaIUK. YKa3aHHBIH KOHTPOJIL IIPOBOJUTCS He pexke 1 pasa B
3 rojia B CpOKH, OIpe/ielisieMble OIepaTopoM (YIOTHOMOYEHHBIM JIMLIOM).

4. IPOBEAEHUE PABOT I1O OBECIIEYEHHIO BE3OITIACHOCTH

INEPCOHAJIBHBIX JAHHbIX

4.1. Pabotsl no obecneyeHuro 6ezomacHoctu [IJ[H npoBOASTCS B COOTBETCTBUM €
ITnanomM MeporpusaTHii 1o 3ammTe nepcoHanbHblx JaHHbIX (IIPMJIOXKEHME Ne 1) u
BHOCATCSA B JXYpHaJl YdeTa MEpONpPHUATHH IO KOHTPOJIIO Hal COONIONEHHEM pexHuMa
sanutel [1Ia (ITPUJIOXXEHUE Ne2). BuyTpeHHHe TIpoBepKH pexxuma oOpaboTku u
samuTel [TJ/IH mpoBojaTcs B cooTBeTCTBMU ¢ [InaHOM BHYTpPEHHMX IIPOBEPOK pEXUMA
00paboTku ¥ 3amuTe nepcoHanbHEIX AaHHbIX (ITPMJIOXEHME Ne 3). Ilo pesyiasratam
MPOBEICHUS BHYTpPEHHEH MpoBepKH cocTaBisercss OT4eT O pe3ylbTarax IMpOBEIEHUS
BHYTPEHHEH MpoBepKH pexkrMa 00paboTKM U 3aIIUThI IEPCOHANIBHBIX JaHHBIX.

4.2. Kourpons 3a mpoBejeHueM pabor 1o obecneyeHuto OesomacHoctu I1/In
OCYINECTBIISET OTBETCTBEHHBIN 3a opranusanuio obpadorku I11/[H B Bune MeToanyeckoro
PYKOBOJICTBA, y4acTus B pa3paboTke Tpebosanuii no 3amure [1/{H, opranuzanuu padbot
110 BBIABIECHMIO BO3MOXKHBIX KaHAJOB YTEUKH HWHGOpMALMM, COIJACOBAHUA BHIOOpa
CpEJICTB BBIYUCIIUTEIILHOM TEXHUKH U CBI3M, TEXHHUECKUX U IIPOrpaMMHBIX CPEJCTB
3alUTEl, yuacTus B oneHke cootBercTBusi MCIT/IH TpeboBanusm 6e3onacHoctu I1/1H.

4.3. Tlpu HeoOXOMUMOCTH K NpOBEAEHUIO paboT mo obecrneyeHuio 6e30macHOCTH
[TJIH MOTYT TpHMBIIEKAaThCs CHENMATN3UPOBAHHBIE OPraHU3alUY, MMEIOIIUE JIMLIEH3UIO
®CTOK Poccuu Ha OCYUIECTBIEHHE IEATEJBHOCTHM II0 TEXHMYECKOM 3amure
KoH(}UIEeHIIMaNbHON HHPOpMAIUH.

5.PEHIEHUE BOITPOCOB OBECIIEYEHM S BE3OIIACHOCTH
NEPCOHAJIBHBIX JTAHHBIX B IUHAMUKE U3MEHEHUSA

OBCTAHOBKH U KOHTPOJISA 3OOEKTUBHOCTHU 3ALIUTHI

5.1. Mopgepuuzauums C3I1[Jx s dyskumonupyromux HWCIIOH  momkHa
OCYIIECTBISITECS B CIIyJae:

- U3MeHeHusa coctaBa UM cTpykTypsl MUCII/IH uny Texsudeckux ocoOeHHOCTel ee
NOCTpOeHUs: (M3MEHEHHsT COCTaBa WM CTPYKTYpPBl IHIPOrpaMMHOro ofecnedeHus,
TEXHHYECKUX cpeactB obpadorku I1/1H, Tononorun UCI1/IH);

- ©3MEeHeHus cocTaBa yrpos 6e3omnacHoctu [1J11 B UCIT/IH;

- UI3MEHEHU ypoBHs 3ammmennoctu [1/1n npu ux obpaborke B UCII]IH;

- IPOYHMX CIIyYasx, 0 PEIICHHUIO OIlepaTopa.




- DOpMUPOBaHME TEXHMYECKOTrO 3alaHus Ha paspaborky C3IIIIH mo pesymbraram
NPEANPOEKTHOr0 00C/IeN0BaHMs Ha OCHOBE HOPMATHBHO-METOAMYECKHMX JOKYMEHTOB
QCTIK Poceun n @CB Poccu ¢ y4erom yCTaHOBIEHHOT0 ypoBHS 3amumennoctd [Ix
npu ux o0paborke B UCIT/In.

Texumueckoe 3ananue Ha paspaborky C3I1/IH 10KHO cOmepIaTh:

e o60ocHOBanue paspaborku C3I1/IH;

®MCXOJHBIE JaHHBIE CO3JaBaeMOH (MOIEPHHU3UPYEMOiL) I/ICHI[H B TEXHUYECKOM,
NpOrpaMMHOM, HH(GOPMALHOHHOM U OPraHU3aLMOHHOM aCIIEKTax;

¢ ypoBeHb 3awumentocty I1JIH npu ux o6padorke B UCII/IH;

® CCBUIKY Ha HOPMaTHBHBIE JOKYMEHTBL, ¢ y4€TOM KOTOPBIX OyAeT pa3pabaTeIBaThCA
C3I1/In, v mpuHUMaThCs B sKcmyaTammo MCIITH;

® KOHKPETU3alUI0 MeponpuATHii u TpeboBanuit k C3I1]H;

©COCTaB U cofieprkanue paboT no stanam pa3pabotku 1 BHeapenns C3ITx;

®IICPCUCHE TPENIOJIIAraéMbIX K HCIIONB30BAHHUIO CEPTU(DHULIMPOBAHHEIX CPEICTB
3aIUTEl UHQOPMALIUK

3.8. Oran 2. IIpoextupopanue C3I1/IH, 3aKynKa, yCTaHOBKa, HACTPOIKA ¥ ONBITHAS
SKCINTyaTalus HeOOXOAUMBIX CPEICTB 3aLUTEl HHPOPMALIKH.

- Cospganme C3II[[H sBasercs HeOOXOOMMBIM  YCIOBHEM  o0OecreYeHus
6esomacHoctu ITJJH, B TOM ciiyyae, ecid CyUIECTBYIONIME OPraHH3Al[MOHHBIE U
TEXHUYECKHE Mepbl obecreyeHuss O€30IIaCHOCTH HE COOTBETCTBYIOT TPeGOBAHHMAM K
obecrieueHno 6e30nacHOCTH ITJT8 11 COOTBETCTBYIOINErO YPOBHS 3aIuienHoct [1/1x
npu ux obpaborke B MICIT/IH n/unn He HeHTpaimMsyloT Bcex yrpos GesomacHocTs I1JIH
i nanaod MCTTTn.

- Texumyeckue Mepsl samuTel - IIJJH  [PEAMONAraloT — KCIOMB30BAHHE
NPOrpaMMHO-aNNapaTHEIX CPeACTB 3amuTel uHGopManuu. Ilpum obpaGorke I1JIa ¢
UCIOJE30BaHMEM CPEICTB aBTOMATH3ALMKM IIPHMEHEHHE TEXHUYECKUX MeEp 3all[UThI
SABJIACTCS 0053aTEIBHBIM YCIOBHEM, @ MX KOJTHYECTBO U CTEIIEHb 3ALIUTH! ONPEeNsercs B
TNPOLIECCE MPEANPOSKTHOrO 00caenoBanus HHGOPMALMOHHEIX pecypcos. IlpuMeHeHue
TEXHHUYECKUX MEP JIOJIZKHO OBITh PErilaMeHTHPOBAHO HOPMATUBHEIM aKTOM.

- Cpencrsa samutel ueHbOpManuy, npumensemble B VICIT/IH, B yCTaHOBICHHOM
NOPSAKE MPOXOAAT MNPOLEAYPY OLIEHKU COOTBETCTBHS, BKIIFOYAs CEPTHPUKALMIO Ha
COOTBETCTBHE TPeOOBAHMAM O 6€30I1aCHOCTH MH(OPMALIUH.

- Ha cragum npoextupoBanms u cosmanust C3[1JIn mis UCIIIH mpoBomsaTcs
CIIEIYIOLIHE MEPOIIPUSTHUS:

e pa3paboTka TexHHueckoro mpoexra C3ITIH;

enproOperenre (Ipd HEOOXOAMMOCTH), YCTAHOBKA U HACTPOHKA CepuitHO
BEIITYCKACMBIX TEXHHYECKHX CPEJICTB 00paboTKy, nepeadn v XpaHeHus HHQOpMaIuy;

*paspaboTKa MEPONpUATHH IO 3amuTe WHPOPMALUMM B COOTBETCTBHU C
NPEABABIIIEMBIMU TPeOOBaAHMAMU, |

*IpHOGpeTeHye, YCTAHOBKA ¥ HAaCTPONKA CepTUQUIMPOBAHHBEIX TEXHHYECKHUX,
NPOrPaMMHBIX U IPOTrPAMMHO-TEXHUUECKUX CPEJICTB 3aIUTH HH(GOPMALKH;

epeanu3anyd  paspelIMTEIBEHON cucTeMbl gocTyna mnosie3opatesieit MICIIIuH
obpabarsiBaemoti B UCT1 /(1 undbopmanuu;

®II0/IrOTOBKA KCIUTyaTalMOHHON JIOKYMEHTALMH Ha ncnonbayemme cpezcTBa
3alIMTEl HHQOpMALIHH;

® KOPPEKTHPOBKa (mononuenwue) OpraHu3alMOHHO-PaCIIOPSIAUTEHHOMN
MOKYMEHTAIlMK B YaCTH 3aIUThl KHOOPMAIUH.



5.2. B nensx onpejieneHus HeoOXOAMMOCTH I0pabOTKH (Monepuusanuu) C3I1/IH
HE PEC OMHOro pasa B rofl OTBETCTBEHHBIM 33 Opranu3anuio 06paGotku [1/IH momkHa
POBOMUTRCA TIpoBepka coctaBa U cTpykTyphl MCIIJIH, coctaBa yrpo3 GesomacHocTu
[ITa B WUCI/ln u ypoBms samumensoctd 11/ npu wux obpaborke B MCII/IH,
CO0JI0IeHH YCIIOBUH UCIIOJB30BAHUA  CPEACTB  3aUIUTHI UH(OpMAaIIHH,
TIpE/lyCMOTPCHHBIX IKCIUTYaTalHOHHOW M TeXHHYECKOH JIOKYMEHTAIHEN. PesyneraTer
POBEPKU OPOPMIISIOTCS AKTOM MPOBEPKH U YTBEPIKAAFOTCS PYKOBOIHUTEIIEM.

5.3. AHaIM3 HHIMAEHTOB 6€30MaCHOCTU IT/ln ¥ cocraBieHHe 3aKTIOYEeHHH B
00513aTEJILHOM IIOPSIKE TOJKHO TIPOBOUTECS B ClIy4ae BBUIBJICHUS CIECAYIOIUX (DaKTOB:

- HeCoOMoIeHUE YCIoBHIT XpaHenus Hocureneit [1)1x;

- CIIOJIb30BAHUE  CPEJICTB 3AIUTEl MHPOPMALMM, KOTOPbIE MOTYT TNPHBECTH K
HapyLIEHUIO 3a/1aHHOTO YPOBHSA Oe3omacHoCcTH (KOH(MUAEHIINATBHOCTD/
LENOCTHOCTS/ JOCTYNHOCTE) IT/IH mim ApyruM HapymeHusm, IPHBOIAIINM K CHIKEHHIO
ypoBHS 3amumensHocty [1)1xH;

- HapylmeHHe 3allaHHOrO ypoBHs OesonacHoctd I1[{H (koH(uUEEHIHANIBHOCTE/
LE€JIOCTHOCTB/ IOCTYITHOCTE).
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ILnan MCPOHPHHTHﬁ I10 3alIUTE IICPCOHAIIBHBIX NAaHHBIX

Ne Cpox
HanmeHOBaHHE MEPOTIPUSTHS ITpumeuanue
.1 BBINIOJIHEHH S
PazpaboTtka
JlokymeHTanbsHOe o OpPraHU3alMOHHO-PACIOPSA N TENbHEI
1 | pernmamenTupoBaHue paboOTEI C P X JIOKyMeHTOB 1o 3awmute [1J]H, nubo
HE0OXO0IUMOCTH &
I10un BHECEHHE U3MEHEHHH B
CYLLECTBYIOLIHE
i B cnyuasx, mpenycMOTpeHHBIX
[Tonyyenue cormacuii Y + HPE 3
®enepanbEbM 3aK0HOM «O
cybbexToB [1/IH (buzmueckux
[IEPCOHAIBHBIX JaHHBIX», 00paboTka
2 nui) Ha obpabotky I[1/1H B [locTostHHO
[1/11 ocymmecTBIIsIeTCs TOJNBKO C
Cllyyasx, Korja 3Toro Tpedyer "
COrJIacHsl B MUCBMEHHOH (opme
3aKOHOJAaTEIbCTBO
cyosekta [1]1H.
B cnyyae nopyuenust 00paboTku
111 cyOrextor I1J1H TpeThbUM
nauaM (Harnpumep, KpeIuTHO-
MHAHCOBBIM YUPEXKJICHUSAM) B
ITepecmoTp norosopa ¢ P 4 )
[Tpu JIOTOBOP BKJIFOYAETCA MYHKT O
3 TPeTHUMHU JIUI[AMH Ha
HEOOXOAUMOCTH | COOIMIOACHHH KOHQUIECHIHAIBHOCTH
nopyuyenue oopaborku I/
npu o6pabotke I1]{H, a Takxe
YYHTBIBarOTCs TpeboBaHus 4.3 cT.6
DenepanbHOro 3axona «O
NEePCOHAIBHBIX JaHHBIX )
B cnyuae coszganus UCIIH, a Takke
npusenenus umeromuxcs UCIITa B
4 Orpanuuenue jgocryna [Tpu COOTBETCTBHE ¢ TpeOOBaHUAMH
corpyaHuKoB e [1/1n HE0OXOIMMOCTH | 3aKOHA HEO0OXOJUMO pasrpaHHYHTh
JIOCTYII COTpYAHHUKOB Omeparopa K
111
Pabota ¢ oOpammenusmMu cyObeKTOB
[1/11, BemeHHE XypHAJIOB y4eTa
nepegavy IepCOHAIBHBIX IaHHBIX,
obpamenutt cyorexTos /11,
BsaumopeiicTue ¢ s yBesioMmieHue cyorekToB I1J[H 06
cyobextamu 1110 YHUYTOXKEHHH, U3MEHEHHH,
IpekpaleHuu o0paboTku,
yCTpaHEHUH HapyIIeHUH,
JIONyIIEHHBIX Npu obpaborke I1/TH,
nonydyeHuu [1JIH OT TpeThHX JIHIT
Benenne xypnaios yyera
[TocTostHHO
OTHYKIACMBIX DJICKTPOHHBIX




HOCHTENEH TepCOHANBLHEIX
IAHHBIX, CPEJICTB 3alIUThI
uHbOpMaLUK

IToBbIIeHHe KBaNUpHKALIMH

[loBrImenue KBaTHQUKAITAY
COTPYIHHKOB, OTBETCTBEHHBIX 3a
BBINOJIHEHHE paboT - He MeHee pasa B
TpH roja, IIOBBIIEHUC

7 COTPYJIHUKOB B 00J1aCTH TlocTosanHO OCBEIOMJIEHHOCTH COTPY/IHUKOB -
sammTel [1/{0 IIOCTOSIHHO (JlaHHOe 00ydeHue
TIPOBOJIAT OTBETCTBEHHBIH 32
obecneuenue 6eszonacuoctu [1/{H B
UCII]In)
[IpoBOIMTCS C LIENEBIO BEIABJICHHS B
WnBenTapuzanus
8 Pa3 B monrozma HH()OPMALHOHHEIX pecypeax
HH(POPMAIMOHHBIX PECypPCOB
npucyrersus I1]10
Jos I1Ts Oneparopom
yCTaHaBIIMBAIOTCS CPOKU 00paboTKH
YcTaHoBKa cpokoB 00paboTKH IT/15, KOTOpBIE JOKYMEHTAJILHO
9 ITJ1H ¥ mpouexyps! HX [Tpu IIOJITBEPKAAIOTCS B HOPMATHBHBIX
YHUYTOXXEHHUS 10 OKOHYAHUH | HEOOXOIUMOCTH nokyMeHTax Omneparopa. [Ipu
cpoxa obpaboTku NepPecMOTpe CPOKOB HEOOXOIMMEIE
HM3MEHEHHS BHOCSATCS B
COOTBETCTBYIOIIHE IOKYMEHTEI
YHUUTOXKEHHE IIMEKTPOHHEIX
(6yMakHBIX) HOCHTEEH
HH()OPMAIHH [IPH JOCTHKCHHH
ueneii o6paborku 1111
IPOU3BOAHTCS ¢ 0dopMIleHHEM AKTa
YHUUTOXEHHE AIIEKTPOHHBIX
” Ha CIIMCAaHHE ¥ YHUUTOXKEHHE
(6yMaXKHBIX) HOCHTENeH
[pu 9NEKTPOHHEIX (OyMaXKHBIX)
10, uHpopMaLuu npu .
N HeoOXOJMMOCTH | HocuTenel uapopmanuu. Popma
JOCTIKEHHUU 1eneit o0paboTku
ITs COOTBETCTBYIOIIETO aKTa IpHBeacHa
B IIpuxasze «O06 yrBepxnenun hopm
JIOKYMEHTOB, HEOOXOJMMBIX B IEJIAX
BBIITOJTHEHUS TpeOoBaHmii
3aKOHOJIATeNILCTBA B 0byacTu
NIEPCOHANBHBIX TAHHBIX)
Omnpenenenue ypoBHSI
sanenHocTy [118 npu ux
Onpenenenue ypoBHs T obpaborke B UCITIn
11 | samumennoctd ITJJH npu ux P OCYIIECTBIIIETCS IPU CO3TaHUH
HE0OX0IMMOCTH
obpaborke B UCIT/Ix NCIIOn, mpu U3MEHEHHH COCTaBa
IT/11, o6bema obpabarsiBacMBbIX
1111, cy6bexroB I1[x
Brrasnenue yrpos
IIpn PaspaGaTriBaercs 1 [
12 | ©Oe3onacHoctu u pazpaboTka P P PR COS e
. HeoOXO0TUMOCTH cucremnl 3amutel UCITIH
MOJIEJIEH yIpO3 M HAPYIIHTENA
Artrecrauus UCIIIn na :
|3 | COOTBETCTBHE TpeOOBaHUAM II0 ITpu [IpoBoanTCS COBMECTHO €
obecriedeHUIO 6e30mMacHOCTH | HeOOXOMUMOCTH snunensuataMu @CTIOK
[1]1n
14 Oxcrmnyarauus UCITH u [Ipu




xonTpoJib GezomacHocTH [1/TH

HEOOXO0IMMOCTH

15

[Tonmxkenue TpeOOBaHHUH MO
samue [1/{0 myTem
cermentupoBanus VICI1Tu,
OTKJTIOUEHHUS OT ceTelt obLIero
[OJIF30BaHHUs, 00CCIIEYEHHS
obmena mexy UCTIJTu ¢
NOMOINEIO CMEHHBIX
HOCHUTEIEH, co3/1aHusd
asroHomuberx UCIL/IH Ha
soieneHHpIX APM 1 mpounx
JNOCTYITHBIX MEp

[Tpu
HEOOXOOIUMOCTH

B cnyuae cozpanns UCII/n, a Taioke
npuseenus nmeronmxcs VCIIIH B
COOTBETCTBUU C TPEOOBAHUAMHI
3aKOHA




