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O6 ytBepxaenu l1lonoxenus

[0 OpPraHM3allii ¥ TPOBEAECHUIO padoT

o obecrneyeHuo 0€30I1aCHOCTH
MepCOHABHBIX JaHHBIX IPH UX 00paboTKe

C menplo HCHOJHeHus TpeboBanmii 3akoHa P® or 26.07.2006 N 152-®3 «O
[MepCOHAIBHBIX TaHHBIX» M NIOCTAaHOBJICHUS 11paBUTEIBCTBA Poccuiickoit @enepanuu ot 21.
mapra 2012 r. Ne211 «O6 yTBep)KICHUM NEPEUHS MEp, HAIPABJICHHBIX Ha oOecrieueHne
BLIOJIHEHUSI  OOS3aHHOCTEN,  IPENyCMOTpEeHHBIX  DenepaibHbBIM  3aKOHOM «O
[epCOHANBHBIX JAHHBIX» ¥ MPUHATHIMA B COOTBETCTBMU C HUM HOPMAaTHBHBIMH TPABOBBIMH
aKTaAMH, OIepaTOpaMM, SIBISIOLIMMMCSA TOCY/JapCTBEHHBIMUA WM  MYyHUIHIATbHBIMH
OpraHaMmy,

[TPUKA3BIBAIO:

1. YrBepautp [lonoxenue 1o opraHu3alud W HNPOBEICHHUIO paboT IO
0GeCIIEUeHHIO 6E30MacHOCTH MEpPCOHATBHBIX JIAaHHBIX IIpU WX 00paboTke B
MH(GOPMAIMOHHBIX CUCTEMaX MEPCOHAIbHBIX JaHHBIX (ITpunoxenue 1).

2 (O3HAKOMUTH OTBETCTBEHHOTO 3a obOecrieueHre 0€30IaCHOCTU IIEPCOHAIBHBIX
JTaHHBIX B THOOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX NTaHHBIX

3. KoHTpOJIb 3a HCIIOJIHEHUEM HACTOSLICTO NPUKa3a OCTaBJIAIO 34 cobou

)
JIMpEKTOP (Q/ A.T. XacaHoBa
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[Tpunoxxenue 1
K nmpuxazy Ol Y11

«JInnenKoOJITeXHHBEHTApU3ALIUA )
oT «Ad »%(Zz’z//ﬁZO/@; r. No AH6

IMOJOXEHUNE
10 OPraHM3alUM ¥ NPOBeAeHUI0 padoT no odecneyeHn 0 0e30NMaCHOCTH
epCOHAJbHBIX JaHHBIX NPH HX 00pa0oTKe B HHPOPMANHOHHBIX CHCTEMAX
NePCOHAJNbHBIX JaHHBIX

1. OGIIIUE ITOJIOKEHHW A

1.1. Hacrosmee IlosioxeHWe [0 OpraHu3alid M IPOBEACHHIO paboT 1o
oOecrieueHui0 0e30MacHOCTH IEPCOHAIBHBIX JaHHBIX Mpu HUX 00paboTke B
nHGOPMALIMOHHEIX CHCTEMaX MEPCOHAIBHBIX HaHHBIX OO0JacTHOrO rocyaapCTBEHHOIO
yHUTapHOro npeanpustus "JlumenkrexuHBeHTapusauus' (Hanee - [TonoxeHue)
pazpaboraHo B coorBeTcTBUM ¢ DeepanbHbIM 3aKOHOM OT 27 uroiist 2006 r. Ne 149-D3
«O6 wuHpopMauuK, HMHPOPMAIMOHHBIX TEXHOJOTHAX M O 3alluTe HHQOpMAIMN»,
®enepanbapiM 3aK0HOM OT 27 urons 2006 r. Ne 152-@3 «O nepCoOHaNbHBIX JaHHBIXY,
nmocranoBinenueM IIpaBurenscrBa Poccuiickoit @enepauuu ot 15 cenrsaops 2008 r. Ne
687 «0O6 yrBepxkaeHun Ilonoxenus o0 OCOOEHHOCTAX OOpPaOOTKM I1€PCOHAIBHBIX
JAHHBIX, OCYIIECTBIsAeMOM  0e3  HCIO/IB30BaHMS  CPEACTB  aBTOMATHU3ALMHNY,
nocranosieHueM IIpaBurenscta Poccuiickoit @enepanuu ot 1 HogOps 2012 1. Ne 1119
«O6 yTBep)KACHUN TpeOOBaHMIl K 3all[UTe MEePCOHATBHBIX JaHHBIX MPU UX 00paboTKe B
nH(GOPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHBIX», IMOCTAHOBICHUS 1lpaBUTENLCTBA
Poccuiickoit @enepanuu ot 21 mapra 2012 r. Ne211 «OO0 yTBepxKICHUU NEPEUHS MED,
HaIpaBJIEHHBIX Ha oOOeCreYeHue BBIIOJIHEHUS O005A3aHHOCTEH, IPEAyCMOTPCHHBIX
denepalbHBIM 3aKOHOM «O NEpPCOHANBHBIX JAaHHBIX» U MPUHATBIMU B COOTBCTCTBUU C
HUM  HOPMATHBHBIMU  IIPAaBOBBIMM  aKTaMH,  OIlepaTopaMHy,  SABJIAIOIIMMHUCH
rOCyJapCTBEHHBIMU WJIM MYHHIMIAIBHBIMU opraHamm», npukasom G@CTIK Poccun oT
11.02.2013 1. Ne 17 «O6 yrBepxnennn TpeOoBaHMI O 3amMTe HHPOpPMALUH, HE
COCTABJIAIOIIEH TIOCYJapCTBEHHYIO TaWHy, COJEp)Kallercs B TIOCYIapCTBCHHBIX
MHPOPMALIMOHHBIX CHUCTeMax», npukazoM denepanbHOi CIIy)KOBI IO TEXHUYECKOMY U
9KCIIOPTHOMY KoHTpouo oT 18 ¢eBpans 2013 r. Ne2l «O6 yrBepxkaenun CocraBa U
COIIEP)KaHMs OPraHM3ALMOHHBIX W TEXHUYECKMX Mep II0 00ecreyeHnio 0e30MacHOCTH
MEpCOHANBHLIX JaHHBIX MpH uX 00paboTke B HHQOOPMAIMOHHBIX CHCTEMaX
[EPCOHAIBHBIX JTaHHBIX).

1.2. Ilenr paszpaborku Hacrosmero llomoxxeHus - YCTaHOBJICHHE MOpsIKa
OpraHM3allii U IIpOBeJeHUs paboT Mo 00ecreYeHUI0 Oe30MacHOCTH IEPCOHATBHBIX
nanubiX (nanee - [1/1H) B MHGOPMALMOHHBIX CUCTEMaX MEePCOHAIBHBIX JIaHHBIX (Jayee -

NCII/In) OO0nacTHOrO roCyIapCTBEHHOTO YHUTAPHOT'O - IPEANPUSTUS
"JlunenkrexuuBeHTapusamsa” (ganee - Oneparop) Ha MPOTHKEHUH BCEro XKU3HEHHOIO
nukiia UCIL/IH.

2. TEPMHUHBI A OITPEAEJEHWA

2.1. B mHacrosmeMm IlomokeHMM WHCHOJB3YIOTCSA CICAYHOLIME TEPMHUHBI MU HX
ONIpeCIICHU



MHbopMmalMoHHass  cUCTEMa  [EPCOHATBHBIX  JAHHBIX -  COBOKYITHOCTE
cojepXKamuxcss B 0a3ax JaHHBIX IMEPCOHAIBHBIX JAHHBIX U 00ECHEYMBAIOIIMX KX
00paboTKy MHOOPMALIMOHHBIX TEXHOJIOIMH U TEXHUYECKUX CPEJICTB.

KoHdbuaeHIMaaIbHOCTh EPCOHATBHBIX JaHHBIX - 00s3aTe/bHOC A COOJIIO ACHUS
OTIepaTOpOM WM HHBIM MOJIYYMBIIUM JOCTYNl K IIEPCOHAIBHBIM JaHHBIM JIMIIOM
TpeboBaHuEe HE JOIYCKaTh UX paclpocTpaHeHue Oe3 cornacus CyOBEeKTa MePCOHATBHBIX
MAHHBIX WM HaJWM4yds WHOTO 3aKOHHOI'O OCHOBaHMs, €CJIM MHOE HE IIPEAyCMOTPCHO
penepaibHBIM 3aKOHOM.

MesKceTeBOoil AKpaH - JIOKalbHOe (OTHOKOMIIOHEHTHOE) WM (YHKIHOHAIBHO-
pacrpeJie/leHHOe IporpaMMHOe  (IPOrpaMMHO-alIapaTHoe) CpeICTBO (KOMIUIEKC),
peajin3ylolee KOHTPOJIb 32 HH(GOpMAIUed, MOCTYNAKOIIEN B MHGOPMALIMOHHYIO CUCTEMY
epCOHANBHBIX JAHHBIX U (M) BBIXOJSIICH U3 MHPOPMALMOHHON CHCTEMBI.

HecaHKIIMOHAPOBAHHBIN J0CTYN (HECAHKIIMOHMPOBAHHBIE ACHCTBUS) - HOCTYI K
pHGOpPMAIMK WIM AEUCTBHA ¢ MH(OpMaluel, Hapylalolue NpaBuia pasrpaHUICHHs
JIOCTYIIA C UCIIONB30BaHMEM IITATHBIX CPEJCTB, NPENOCTABIIEMBIX HHQOPMAIMOHHBIMU
CUCTEMAMM MEPCOHAIBHBIX JTaHHBIX.

O6paboTKa MEPCOHAIBHBIX JAHHBIX - AEHCTBUs (OIepalyyu) C NEPCOHATLHBIMMU.
NaHHBIMH, BKJIIOUas cOOp, 3aMMUch, CUCTEMATU3aIMI0, HAKOIUJICHUE, XpPaHEHHUE, YTOYHCHHUEC
(0OHOBJIEHME, U3MEHEHUE), U3BJICUCHUE, UCIIONB30BAHUE, I€peaavdy (pacrpocTpaHeHHeE,
peJoCTaBjIeHne, JOCTYI), o0e3nuuuBaHue, OJOKMPOBAaHME, YyIAICHUE, YHUYTOKCHHE
[IepCOHAIBHBIX JIAHHBIX.

OrmnepaTop - rOCy/IapCTBEHHBIN OpraH, MyHUIUIIAIBHBIM OpraH, IOpUANICCKOe WK
hU3UUECKOE JIUIIO0, CAMOCTOATENBHO WM COBMECTHO € APYTMMH JIMIIAMU OPTaHU3YIOMIUE
1 (WIK) OCYLIECTBIIAIOMKE 00pabOTKy NMEPCOHANBHBIX JaHHBIX, a TAKXKE ONPEACIIAIOINE
e 06pabOTKH MEepCOHATIBHBIX JaHHBIX, COCTAB MEPCOHATBHBIX MAaHHBIX, MOAICKAIINX
06paboTKe, JeiicTBUs (Onepalyn), CoBepiiaeMple ¢ NEPCOHATbHBIMU JaHHBIMH.

Texuuueckue cpeacTBa MHOOPMALMOHHOM CHCTEMBl IIE€PCOHAIBHBIX JIaHHbBIX-
CpeACTBA BHIYMCIUTEIBHON TEXHUKM, HHPOPMALMOHHO-BEIYUCIUTEIBHBIC KOMIUIEKCH! B
CeTH, CPEJICTBA U CHCTEMBI Mepesiady, Npuema u obpaborku I1/1H (cpencTa U CUCTEMBI
3BYKO3aIIUCH, 3BYKOYCHUJIEHHS, 3BYKOBOCIIPOU3BEICHHUS, [IEpPErOBOPHBIE 5
TeJIeBU3MOHHBIE YCTPOMCTBA, CPEJACTBA M3TOTOBIICHHS, TUPAXUPOBAHUSA TOKYMECHTOB U
Ipyrue TEXHUYeCKUe cpecTBa 00paboTKM peueBoi, rpadMIecKor, BUIEO- U OYKBEHHO-
dpoBoii HHGOPMAIINK), IPOrPaMMHBIE CPE/ICTBA (ONEPAllMOHHBIE CHCTEMBI, CHCTCMBI
yIpaBiieHus 6a3aMy JaHHBIX U T.I1.), CPEACTBA 3aLUUTHI MHOOpMALN ).

[lepcoHanbHBIe JaHHbBIE - M00as HHQOpMalus, OTHOCALIAACS K INPAMO WM
KOCBEHHO OIIPE/IEIEHHOMY, WIM OIpeleIseMoMy (GU3NYECKOMY JIMIY (CyOBeKTy
IEPCOHANTBHBIX JIAHHBIX). '

[Tons30BaTens HHGOPMAIMOHHOW CHCTEMBI IEPCOHAIBHBIX JAHHBIX - JIMILIO,
yyacTByIOllee B (QYHKIIMOHMPOBAHMH HWH(POPMAIMOHHOM CHUCTEMbI MEPCOHAIBHBIX
AHHBIX WX UCIIOIB3YIOIIEe pe3ybTaThl €€ QYHKIIMOHUPOBAHUA.

Pecypc uHGOpMAIMOHHON CHUCTEMBI - HWMCHOBAHHBIM 3JIEMEHT CHUCTEMHOTO,
MPUKIAIHOrO WIM anmapaTHOro obecrneyeHus (QyHKIMOHHPOBAHUA MHGOPMALIMOHHOU
CHUCTEMBI.

CpejicTBa BBIUMCIMTENBHOM TEXHHKA - COBOKYNHOCTH IPOTPaMMHBIX U
TeXHUUECKUX DIIEMEHTOB CHCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIMOHUMPOBATH
CaMOCTOATENILHO MM B COCTaBE APYTUX CHCTEM.

Vrpo3sl 6€30IaCHOCTH MEPCOHAIBbHBIX JaHHBIX - COBOKYIHOCTH YCJIOBUM U
(haKTOpPOB, CO3/AOINMX OIMACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YMCIE CIy4anHOro,




JIOCTYTIA K NEPCOHANBHBIM JaHHBIM, pE3yIbTaTOM KOTOpPOr0 MOYKET CTaTh YHUYTOXKEHHC,
3MEeHeHHe, OJIOKUpOBaHWe, KONUPOBaHKUE, pacipOCTPaHCHHE [IEPCOHAJIBHBIX JIAHHBIX, &
TaKoKe MHBIX HECAHKIIMOHMPOBAHHBIX IEHCTBUH IMPH X 00pabOTKE B MHGOPMaOHHON
CHUCTEME ITIEPCOHAIBHBIX JTaHHBIX.

VHHYTO)KEHHE TEePCOHANBHBIX JaHHBIX — JCUCTBUSA, B pe3yjpTare KOTOPBIX
CTAHOBUTCS HEBO3MOXKHBEIM BOCCTAHOBUTH COJCPIKAHMC [IEPCOHAJBHBIX JIAHHBIX B
“H(GOPMAIIMOHHOM CHCTEME TEPCOHATBHBIX naHHBIX U (WIM) B pe3ysbTaTe KOTOPBIX
YHUYTOXAIOTCS MaTepHalbHbIe HOCUTEIIN [IEPCOHAIBHBIX IAHHBIX.

VpoBeHb 3AlMIIEHHOCTH NEPCOHATBHBIX JAHHBIX — KOMILUIEKCHBIA I10Ka3aTeb,
XapaKTepU3yIOIui TpeOOBaHMsl, UCIOIHCHUC KOTOpbIX 0OecreynBaeT HEUTPATU3ALHUIO
OTIpeIeJIEHHBIX Yrpo3 0e30MacHOCTH MepcOHAIBHBIX NaHHBIX MpH HX 00paboTKE B
nHGOPMALIMOHHBIX CHCTEMaX NEPCOHANBHBIX JAHHDBLZ.

Vrteyka (3ammmiaemMoif) — uHGopManmuud - IO TeXHAYECKMM  KaHajlaM -
HEKOHTPOJIMPYEMOE  PacCIpOCTPAHEHHUE uHbopMaluyu OT HOCHUTEIA 3alUIIaeMOHN
uHGOpMaLU Yepe3 QU3NIECKYIO Cpeady O TeXHUYECKOIro CpeJiCTBa, OCyIECTBIIAIOLICTO
repexBaT UHMOpPMALH.

[{enocTHOCTh MHOpPMALMHK - CIIOCOGHOCTh CPENCTBA BBIYMCIIUTEIBHON TEXHUKH
w1 MHGOPMAIIMOHHON CHCTCMBL oGeceynBaTh HEM3MEHHOCTh MH(OpMALMK B YCJIOBHAX -
CITy4aifHOro W/MIi NpeTHaMEPEHHOTO NCKAKCHA (pa3pyLuEHHUA).

3. IOPSIIOK OPTAHU3ALIMA U NMPOBEJAEHMS PABOT I10

OBECIIHEUEHHUIO BEE3OINACHOCTHU IEPCOHAJIBHbIX JAHHBIX
3.1. ITog opraHu3anued oOecIIeYeHNUs 6ezomacHocTy I1/IH npu ux oOpabOTKe B

WMCII/In nonumaercs GopMUpOBaHME M peaA3allii COBOKYITHOCTY COIJIACOBaHHBIX I10
ey, 3aj]adaM, MECTy M BPEMCHH OpraHn3alldOHHBIX H TEXHUYECKUX MEPOIIPUATHUH,
HaIpaBJICHHBIX Ha MHHHAMU3AIHIO yuiep6a OT BO3MOXHOH peaiu3allin  yIpos
6esonacgocty I1J[H, peajm3yeMblXx B paMKax CO3/7aBAEMOM CHUCTEMBbI 3aIIMTHI
MepCOHAIBHBIX JAHHBIX (JaJIEE - C3I1/In).

3.2. C3II/la BKIouaeT B ceOsi OpraHU3alMOHHBIC H (W) TEXHUYECKUE MEPBI,
ompelie/IeHHBle € y4EeTOM  aKTyaJbHbIX yrpo3 OezomacHoctit  1LJIH,  YpOBHA
sammmenHoctd  T1JIH, KOTOpPBIN HEOBXOIUMO OOecreduTh, U UHGOPMAIMOHHBIX
TeXHOJIOTHIA, UCIIOIb3yEMBIX B MHPOPMAIIMOHHBIX CHCTEMAX.

3 3. BesonacHocTb [1J1H mpu ux oOpaboTkKe B MCII/{1 obecnieunBacT onepaTop Win
MI0, OCYLIECTBIIsOIIEE 00pabOTKY [/l mo MOpYYEHHIO OIepaTopa Ha OCHOBAHMH
AaKIOYAEMOr0 C JTHM JIMLIOM Jjorosopa (zajee- yHMOJIHOMOYEHHOC nuio). Jloroop
MESK/y OIIEpPaTOPOM ¥ YIIOJTHOMOYEHHBIM JIMIIOM JIOJDKEH [pelycMaTpuBaTh 00A3aHHOCTD
YIIOJIJHOMOUEHHOI0  JIMIA oGecrneynTh Oe3omacHocTh 1lJIH TIpH HX 00paboTKEe B
MH(GOPMaLIMOHHON CUCTEME.

3.4. BpiOop CcpeacTs 3allUThl uadopmamun  gua  C3I1/lH - OCyIIECTBIACTCA
OrepaTopoM B COOTBETCTBMM C HOPMAaTHBHBIMH MpaBOBBIMU aKTaMH, MPUHATHIMH
denepanbHO ci1y)00i 6e3011acHOCTH Poccuiickoii ®enepauun (anee - PCb Poccun) u
deepanbHOI CIIy)KOOW 1O TEXHUICCKOMY U KCIIOPTHOMY KOHTPOJIIO (nanee - DCTOK
Poccun) BO ucnoaHeHne denepaibHoro 3akoHd «O 1epCOHaIBHBIX JTaHHBIX).

3.5. CTpyKTypa, COCTaB U OCHOBHBIC dbynxuuu C3I1JIH onpenessaoTes HCXOMA 13
ypoBHs 3auuiiesHocTy 11/IH npu ux o6pabotke B MCII/IH.

3.6. C3I1/1n co3maercs B TpU dTalla.

Sran 1. IlpeamnpoexTHoe O00C/IEI0BaHUE NUCII/la u pa3paboTka TEXHUYECKOI'O
sananug Ha co3nanue C3I1/1H.



Jrtan 2. llpoextupoBanue C3IIJIH, 3aKynKa, yCTaHOBKA, HaCTpoiika HEOOXOMUMBIX
CPEJICTB 3alIMTHl UH(MOPMALIUH.

Jrtan 3. Beoag UCII/IH ¢ C3I1]IH B sKkcriyaTamnuio.

3.5 Jrann 1. llpoBenenue mnpearnpoekTHOro oOciaenoBaHuS U pa3padboTKa
TEXHUYECKOTO 3a1aHus Ha co3aanue C311/1x '

- HazHauenue oTBeTCTBEHHOrO 3a opraHusanuto oopadorku I1/1H.

- Co3aHne KOMHUCCUM IO OINpeAcieHU0 ypoBHA 3amuiieHHoctd [1/n npu ux
obpaborke B UCI1/IH.

- Onpenenenue neneit oopadorku I1/1H.

- Onpenenenue nepeynss MCII/IH u cocraBa I1/1H, obpabateiBaembix B MUCITJIH

- Onipenenenue nepeyns oopadbarsiBaeMbix I1J1H.

- Onpenenenue cpokoB 00paboTku U XpaHenus I1/[H, ucxoas U3 TpeOGOBaHUS, UYTO
[1/1H He DOJDKHBI XpaHUTECS JOJBIIE, YEM 3TOr0 TPeOyroT Heau oopadborku 3tux I1/1H,
10 JOCTHXKEHUIO KOTOpKIX I1/[H noajexaT yHUYTOXKEHUIO.

- Omnpenenenne nepeynsa wucnons3dyembix B MCII[H (mpenmjmaraeMeix K
ncrionp3oBanuio B Cl1/IH) o01ecucTeMHBIX U IPUKIIAIHBIX IIPOTPaMMHEIX CPEICTB.

- Onpenenenue pexuMoB 00padotku I1J]lx B MCIIJIH B 11eloM UM B OTHENBHBIX
KOMIIOHEHTaX

- Ha3naueHue OTBETCTBEHHOro 3a obOecneuenue Oe3zomacHoctu 11/l B UCII/IH
(mamee - OTBETCTBEHHbIN) Ui pa3padOTKM M OCYIIECTBJIEHHS TEXHUUYECKUX
MEPONPHUATHUI 10 OpraHu3aluM U odbecnieueHuro oezonacHoctu 11J[H npu ux o6paboTke B
NCIIa. s kaxgon MCII/IH moxeT ObITh Ha3HaueH OTAeIbHBIN OTBETCTBEHHBIM.

- Omnpenenenue 1iepeddsi NOMEUIeHUH, B KOTopeix pasmenieHsl MCII/Ia wu
MaTepuaibHble HocuTenu 11/1H.

- Onpeaenenue koHpurypauuu 1 tomnogorud MCIIJIH B neioM M MX OTIENBHBIX
KOMIIOHEHT, (PU3NYECKNX, (QYHKIMOHAIBHBIX U TEXHOJOTMYECKHUX CBSA3EH KaK BHYTPHU
3THUX CUCTEM, TaK U C IPYTUMH CUCTEMAMM PaA3JIMYHOIO YPOBHS M Ha3HAYCHMUA.

- OrmpeneieHue TEXHUYECKUX CPEACTB M CUCTEM, ucnoab3lyeMblx B MCII/IH,
BKJIFOYAs YCIIOBUS UX PACIIOTI0XKEHUS.

- DopmMupoBaHue TexHUueCcKux nacnopros MCII/IH.

- Pa3paborka oprasHu3anMoOHHO-pACIOPSAAUTENILHBIX JOKYMeHTOB (nmanee - OPJI),
pErJIaMEHTUPYIOLIMX IIpoliecc 00paboTku U 3amuThl 11/1H;

- [Tonyuenue (mpu HeobxoaumocTH) coracus Ha o0padboTky I1/1H cyosexrom I1/1H,
NoANMcaHue o0s13aTenbCeTBa 0 CoOMOAeHNU KOHQUAeHIInanbHOoCTH [1/]H coTpynHHKaMHU.

- YTBepxaeHue ¢opMm yBenomiieHuil cyowsektoB IIJIH m dopM KypHanos,
HEOOXOOUMBIX B LIEJIsIX oOecneueHus oe3zonacHocTH I1]1H.

- Omnpenenenue ypoBHA 3awmuiueHHoctd IIJ/IH npu mx ob6padorke B MCII/IH B
COOTBETCTBUH ¢ «1peboBanuamu K 3awmure [1/{H npu ux o6paboTke B HHGOPMAIIMOHHEIX
CUCTeMaxX IEPCOHANBHBIX NaHHBIX», YTBEPKIAECHHBIMU nocTaHoBileHueM [IpaBurenncrBa
Poccuiickont ®@enepannu ot 1 Hos0ps 2012 r. Ne 1119 (moaroroBka u yTBepiKAeHUE aKTa
ornpeneneHus ypoBHs 3amuiesHocty [ 1I/n nmpu nx o6padotke B UCI1/IH).

- Ompenenenne Ttuna yrpo3 6esomacHocty  IIJIH, aKkTyadpHBIX  JUIA
MH(POPMALIMOHHON CUCTEMBI, C YYETOM OIIEHKH BO3MOXXHOI'O BpeZa B COOTBETCTBUU C
HOPMaTUBHBIMH IIPAaBOBBIMHU aKTaMU, IIPUHATHIMU BO ucnojHEHUE DeepabHOro 3aKoHa
«O mepcoHaNBHBIX JNaHHBIX». OnpeneneHue yrpos3, 6ezomacHocTd ITJIH B KOHKpETHBIX
ycinoBugax pyHkuuonupoBanus MCII/IH (pa3pabotka Mmoaeneit yrpo3 6e3onacHocty I1/1H
npu ux oopadorke B UCII/IH).




3.9. Aram 3. Beoa UCIT/n ¢ C3I1/IH B MIPpOMBIIUICHHYIO 3KCILTyaTalHIo.

Ha crazuu BBoaa B CITIu (C3I1/IH) OCymECTBIAOTCA:

- OIBITHAS DKCIUTyaTallMs CPEJCTB 3aIUThl HHYOpPMALMU B KOMIUICKCE ¢ IPYTUMU
TeXHUYECKMMHU M NpOorpaMMHBIMM  CpeAcTBaMM B HelsiX  NPOBEPKHM  HX
paborocrnocoonoctu B cocrape MCII/H (11py HEOOXOUMOCTH);

- IIPUEMO-CJIaTOYHBIE MCTIBITAHUS CPEJCTB 3AIUTEI nHGopMaLMK 10 pe3ybTaTaM
OTIBITHOM DKCIUTyaTaluy (Ipu HEOOXOAUMOCTH);

- KOHTPOJIb BHIIIOJHEHHs! TpeOOBaHK# (BO3MOXKHO MPOBEACHHUE JaHHOTO KOHTPOJIA B
BHJIC aTTeCTaluy 1o TpebopanusM 6e3onacHoctu [1/11).

KOoHTpOJIb 32 BBINOJHEHHEM HACTOAIINX TpeOOBaHUI OpraHu3yercs M MPOBOAUTCS
orepaTopoM (YIOTHOMOUEHHBIM JIMLOM) CaMOCTOSTEIBHO U (UM) ¢ NMpUBJICYEHUEM Ha
IOTOBOPHOM OCHOBE IOPUIMYECKUX JMIl W WHAWBUAYAJIBHBIX npeanpuHUMaTeICH,
UMEIONIMX JIMIEH3MIO Ha OCYIIECTBJICHUE MEATC/IbBHOCTH IIO TEXHUUYECKOM 3alluTe
KOHGbUICHIMAIbHOM MHPOpMaLMU. Y Ka3aHHBIM KOHTPOJIb IPOBOAUTCA HE PEXCE 1 paza B
3 rojia B CPOKH, OIpe/iesisieMble OnepaTopoM (YIoIHOMOYCHHBIM JTALIOM).

4. IPOBEJIEHUE PABOT 110 OBECIIEYEHHIO BE3OITIACHOCTH

IMEPCOHAJIBHBIX JTAHHbIX

4 1. Pa6otsl o obecrieueHuto Oe3zomacHocTy 11/IH mpoBOIATCA B COOTBETCTBUM C
[I1aHOM MEPONPUATHIl 110 3allUTe MEePCOHAIBHBIX NaHHBIX (ITPUJIOXEHHE Ne 1) m
BHOCATCS B JXypHaJl YyeTa MEpONpUATUM IO KOHTPOJIIO Hal cOOJIIOJICHUEM pPEXUMaA
sarutel [1J[ (TTPUJIOKEHUME Ne2). BHyTpeHHHME IIPOBEPKH pEXUMa 00paboTKH M
samuThl [1/IH TpoBOAATCs B COOTBeTCTBMM € llmaHOM BHYTPEHHHX IPOBEPOK PEXKHMMa
00pabOTKH U 3aIMUTHI NEPCOHAIBHBIX TaHHBIX (ITPUJIOXKEHHUE Ne 3). 1lo pe3ynpTaTam
pOBEJCHUSI BHYTPEHHEH MPOBEPKU COCTABJIACTCS OTt4yeT O pe3yJibTarax IPOBEICHUS
BHYTpPEHHEMN IPOBEPKH pesxrMa 00pabOTKU ¥ 3aIIUTHI IEPCOHAIBPHBIX JIAHHBIX.

4.2. KoHTponab 3a mnpoBeaeHHeM paboT Mo 00eCHeYCHUIO oe3zonacHoctu 11/1H
OCYIIECTBIIAET OTBETCTBEHHBIN 3a OpraHU3aIuio obpaboTku I1/[H B BuJE€ METOJUYECKOIO
PYKOBOJICTBA, y4acTHs B pa3paboTke TPeOOBAHMM IO 3AIIUTE [1/11, opranu3anuu padboT
M0 BLISBICHUIO BO3MOMKHBIX KAHAJIOB YTE€UKM HHGOpPMALMM, COIJIaCOBAHMA BBIOOpa
CPEJICTB BBLIYMCIMTEIPHON TEXHUKM M CBA3H, TEXHUYECKUX M IPOrpaMMHbIX CpPE/CTB
3amuThl, yaacTus B onenke coorsercraus UCI1/1H TpeboBanusM 6e3onacHocTu 11/1H.

4.3. IIpu HE0OXOAUMOCTH K IPOBEICHUIO paboT mo obecreyeHuo 0€30MacHOCTH
[T/l MOTYT IPUBJIEKAThCS CIENUATU3MPOBAHHBIC OpPraHU3aLMU, HMEIOMINE JHLCHIMIO
OCTOK Poccum Ha OCYIIECTBICHHE JCATEIBHOCTH IO TEXHUYECKOM 3aluTe
KOH(UIEHIIMATBHON HHPOPMALIUH.

S.PEIIIEHHUE BOITPOCOB OBECIIEYEHUA BE30OIIACHOCTH
IIEPCOHAJIBHBIX TAHHBIX B IMUHAMMUWKE U3MEHEHUA

OBCTAHOBKH U KOHTPOJIS DOPEKTUBHOCTHU 3AIMTDI

5.1. Mopnepumsaius  C3II[IH  ansg  QYHKUMOHMPYIOLIHMX UCII[Ia nomkHa
OCYIIECTBJIATHCA B CIIydac:

- uaMeHeHus: cocTaBa win cTpykrypsl MCITJIH Wiy TeXHUYECKMX OCOOCHHOCTEH €€
nocrpoeHus (M3MEHEHUs CcoCTaBa WIM CTPYKTyphl IPOrpaMMHOTO obecrieueHus,
TexHuueckux cpeacts oopadorku I1/1H, Tononoruu UCII/IH);

- u3MeHeHus coctara yrpos 6e3omacHocty I1/1n B UCILIH;

- yu3MeHeHus ypoBHA 3amminenHocty I1JIH npu ux 06paboTke B NCI1/H;

- IPOYHX CIydasiX, 10 pEUICHUIO ONlepaTopa.



- GopMHUpPOBaHUE TEXHUYECKOIO 3aJaHus Ha paspabotky C3I1/lH mo pesyjabTaTaM
MpeapoeKTHOro o0celoBaHusi Ha OCHOBE HOPMATHBHO-METONMHCCKHMX JJOKYMEHTOB
OCTAK Poccuu u ®CH Poccuu ¢ yueToM yCTaHOBJIEHHOTO YPOBH: 3alIMINCHHOCTH 1111
npu ux oopaborke B UCIL/IH.

Texauueckoe 3aganue Ha pa3paborky C3I1/IH 10/DKHO COACPKATh:

e 00ocHoBaHue paspadborku C311/1H;

e ICXOIHbBIE JAHHBIE CO3JaBaeMoil (MOJEpHH3MPYCMOH) NCIIJIH B TEXHUYECKOM,
[IPOrpaMMHOM, UHPOPMALIMOHHOM Y OPraHU3alMOHHOM aCIICKTax,

e ypOBeHb 3amuuieHHocTs 11/1x py ux oopabotke B MCI1/IH;

® CCHUIKY Ha HOPMaTUBHBIE JOKYMEHTBI, C y4CTOM KOTOPBIX Oynet pa3pabaThIBaTHCS
C3I1/1H, 1 MpUHUAMATLECS B DKCILTyaTalylio NCI1/H;

® KOHKPETH3ALUIO MEPONPUATHIA ¥ TPEOOBaHMH K C3I1/1H;

e COCTaB M COZIepXKaHue paboT 1o 3Tanam paspadOTKU W BHEAPCHNU C3I11H;

eriepeyeHb IMpeArojaraéMplx K HCIOIb30BAHUIO cepTU(PULIMPOBAHHBIX CPEICTB
3aIUTHl UHPOpMALIUH

3.8. Dran 2. [Ipoextuporanue C311/1H, 3aKynKa, yCTaHOBKa, HACTpOMKa U OIIbITHAA
SKCIUTyaTalus HeOOXOIMMBIX CPEeJICTB 3alIUTHI HHYOPMAIIMH.

- Cosganme C3I1J[H sBiasgercs HEOOXOJUMBIM  YCIIOBUEM obecreyeHns
6esomacHocTH IIJ[H, B TOM CiIy4ae, €CiId CYIIECTBYIOIIME OpraHM3alMOHHBIC H
TEXHHUECKUE MeEpHl obecredueHuss Oe30MacHOCTH HE COOTBETCTBYIOT TpeOOBaHUSIM K
obecneuenuto oezonacHocty [1JIH IJIsi COOTBETCTBYIOIIErO YPOBHS 3alIMIICHHOCTH [11H
npu ux obpaborke B MCIIJIH w/uin HE HEUTPATHU3YIOT BCEX YIPO3 oeszonacHoctu 11/1H
g nagson MCI1/1H.

- Texuuueckwe Mepbl 3amuTel IIJIH  mpeamosiararoT — MCHOJIbB30BaHUC
IIPOrpaMMHO-aNIapaTHEIX CPEeACTB 3alIUThI uapopmarmu. Ilpu obGpaborke I1/1H ¢
HCIIOIB30BAHMEM CPEICTB ABTOMATH3aLMU IPUMEHEHHE TEXHUYCCKMX MEp 3alllMibl
gBIIsieTcs 06A3aTebHBIM YCIOBUEM, A UX KOJUYECTBO U CTENEHD 3aIIUThI ONIPEACICTCA B
[IPOLIECCE TPEATNPOEKTHOrO 00CIeI0BaHMs “HGOPMALIMOHHBIX pecypcoB. llpuMmeneHue
TEXHUYECKUX MEP JOJDKHO OBITH pEriaMeHTHPOBAHO HOPMATHUBHBIM aKTOM.

- CpexacrBa 3alldThl MH(MOpMAIH, NPUMCHACMBIC B HUCII/IH, B yCTaHOBJICHHOM
MOpAAKE IPOXOIAT IPOLEAYPY OLEHKM COOTBETCTBHA, BKIIOHAI cepTU(UKALMIO Ha
COOTBETCTBHE TPEOOBAHMUAM M0 6€30I1aCHOCTH HHPOPMALKH.

- Ha craguu npoektupoBanusi u cosganus C3I1An i UCIIIH mpoBOOATCS
CIIEAYIOIE MEPOIIPUATHSA:

e pa3pabOTKa TEXHUYECKOTO IIPOCKTA C3I1/1H;

e iproOpeTeHue (Ipu HEOOXOAMMOCTH), YCTaHOBKAa ¥ HACTpOWKa CEpPUMHO
BBIITYCKAEMBIX TEXHUYECKUX CPENCTB 00pabOTKH, Mepeatu 1 XpaHCHI MH(pOpMaLINH;

epa3pab0OTKa MEPOIPHUATUH 110 3alIUTE uHpopMaui B COOTBETCTBUH €
[IpeIbIBISIEMBIMHA TPECOOBAHUAMM; |

e IpHOOpETEHNE, YCTAaHOBKA W HAcTpOMKa cepTU(MUIIMPOBAHHBIX TEXHUICCKHX,
MPOrpaMMHBIX U IIPOrPaMMHO-TEXHUUYECKHUX CPEICTB 3ALUMTHI MH(OpMaLNH;

epeaiM3alivs pPa3peIIMTEIbPHOM CUCTEMBL NI0CTYIIA nonp3oBareiein MCII/IH K
o6pabareiBaecmoit B MCII/IH nndopmanuu;

e [TOIFOTOBKA HKCIUTyaTallMOHHOW JIOKyMEHTAIlM¥ Ha HCIIOJIB3YEMBIC CPEICTBa
3a10UTHl MHQOpMaIUH;

® KOPPEKTHUPOBKA (IOTIOJIHEHUE) OpraHM3aliOHHO-PACIOPIAUTEILHON
TOKYMEHTAIMU B YaCTH 3alUT5I HHPOPMALIUH.




J5.2. B nensx ompenenenus HeoOxonumoctu nopaborku (Momepuusauuu) C3I1/1H
HE peXXe€ OAHOro pasa B IojJ OTBETCTBEHHBIM 3a opranuzanuio odbpaborku [T/l momxHa
MPOBOIUTECA MpoBepKa coctaBa U CcTpyKTyphl MCII/IH, cocTtaBa yrpo3 6e3omacHOCTH
[I/lTa B UCIIIn u ypoBHs 3amummenHoctd [I/ln nmpum ux ob6paborke B MCII/IH,
COOJIFO IEHUS yCJIIOBUH MCIT0JIb30BaHM CPEICTB 3aIHATHI UHGOOPMALIYH,
MPEAYCMOTPEHHBIX OKCIUTyaTallMOHHOM M TEXHUYECKOM HOKyMeHTaluel. Pe3yibrarhl
MPOBEPKH OPOPMIIAIOTCA aKTOM IIPOBEPKHU U YTBEPKIAIOTCS PYKOBOIUTEIIEM.

5.3. AHanu3 WHIUICHTOB Oe3omacHocTd IIJ[H M cocCTaBieHUE 3aKIIOYECHUH B
00513aTEILHOM IOPAJIKE JOJKHO MIPOBOJUTECS B ClIydae BHISBIEHUS CIIEAYIOMUX (BaKTOB:

- HecOOmoIeHUE yCaoBUi XpaHeHus Hocurenei [1/1H;

- ACIIOJIb30BAHUE CPEACTB 3allUThl MH@MOpPMALUU, KOTOPbIE MOTYT IIPUBECTH K
HapyIUIEHUIO 3aJaHHOTO YPOBHSI 0€e30MaCHOCTH (KOH(OUICHUINAIBHOCTD/
L€JIOCTHOCTB/I0CTYITHOCTE) [IJIH wiu apyrum HapylmIeHUsIM, IPUBOIAIIUM K CHIDKEHHIO
ypOBHA 3ainuiueHHocty I11/1H;

- HapymeHuwe 3amaHHoro ypoBHsa Oe3zomacHoctu [I/IH (koHMMAECHIMAIBHOCTH/
[IEJIOCTHOCTB/JIOCTYITHOCTB ).



[Ipunoxenune 1

K nmono)xeHuro 1o opraHusanum u
IPOBEAECHHIO padOT 110 0OECIIEUYECHHIO
0€30I1aCHOCTH IEPCOHAIBHBIX JJaHHBIX IIPU
X 00paboTKe B MUHPOPMaLMOHHBIX
cucTeMax repcoHaiabHbIX JaHHbIX Ol Y1l
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[Trran MepONpHUITHIA 1O 3alMTE IIEPCOHATBHBIX JaHHBIX

No Cpok
HanMenoBaHHE MEPONIPUATUSA [ IpuMeyanue
I1.11 BBIIIOJIHEHH S
Pa3zpaboTtka
JIOKYMEHTaJIbHOE - OpraHU3alMOHHO-PACIIOPAIATEILHBL
1 | pernmameHTHpOBaHUE PaOOTEHI C p X TOKyMeHTOB 1o 3amure [1J1H, 1160
HE0OXOAUMOCTH A
[1)1n BHECEHHE U3MEHEHHM B
CYIIECTBYIOIINE
¥ B cinyuasx, npeayCMOTpEHHBIX
[lonmyyenue cornacuit 4 R P
DenepanpabM 3aKOHOM «O
cyonekToB I1/1H (hu3mueckux
NEePCOHAILHBIX JAaHHBIX», 00paboTKa
2 nun) Ha oopabotky I1/1H B [TocTositHHO
IIJIH OCyIIECTBIISIETCS TOJBKO C
cIydasx, KOrja 3Toro Tpedyer .
corJjiacus B MUCbMEHHOM opMe
3aKOHOIATEJIHLCTBO

cyonekTa I1/1H.

B ciyuyae nmopyyeHust o0paboTKu
[IJ]Ig cyOrekToB I1J1H TpeThUM
nuiaMm (HarpuMmep, KpeauTHO-
(MHAHCOBBIM YUPEXKICHUSIM) B

llpu JIOTOBOP BKJIKOYAETCS ITYHKT O
HEOOXOIUMOCTH | COOIIONEHNH KOHPUICHIIUAIbBHOCTH
npu obpadbortke [1/1H, a Taxxe
YYUTBIBAIOTCS TpeOoBaHus 4.3 CT.6
denepanpHOro 3akona «O
[IEPCOHAIBHBIX JaHHBIX))

B cinyuyae co3manus MCI1/1H, a Taxke

npuBeaenus umerommxcs UCI11x B

llepecMmoTp morosopa ¢
3 TPETHUMHU JIMIIAMH HA
nopydyeaue oopadotku I1/1x

4 OrpanuyeHue JOCTyIa [Ipn COOTBETCTBHE ¢ TPEOOBAHUSIMHU
coTpyaHukoB € [1/1n HEOOXOJIMMOCTH | 3aKOHA HEOOXOAUMO pa3rpaHUYUTH
TOCTYII COTPYAHUKOB Oneparopa K
I11a

PaboTa ¢ oOpameHusiMu CyOBEeKTOB
[1]1H, BeJeHHUE XKYPHAJIOB yUeTa
nepeiayu MePCOHAIBHBIX TaHHBIX,
oOpainenuit cyobexkToB [1/1H,

B3aumoaencTBue C yBesioMIieHHe cyosekToB I11/1H 00

5 ITocTOSIHHO
cyobexkTamu 11/1x YHUUYTOXXE€HHUU, U3BMEHEHUH,
‘ IpeKpalleHun 00paboTKy,
yCTpaHEHUH HapYyIIEHUH,
NOIYIIEHHBIX pu obpadoTtke 11/1H,
nostyyeHuu [1J1H OT TpeThHX JIMII
6 BeneHnue xypHaioB y4yera R

OTYYXIAEMBIX JIEKTPOHHBIX




HOCHUTEJIEW TEPCOHAIIBHBIX
NaHHBIX, CPEACTB 3alIUThI

nHQOpMaIuH

[ToBBIIIIEBUE KBATU(PUKAIIAH
COTPYJHHMKOB B 00JIacTH
3amuThl 1111

[TocTOSIHHO

[ToBpIIeHUE KBAITU(PUKAIIUH
COTPYHUKOB, OTBETCTBCHHBIX 32
BBIIOJIHEHHE padoT - HE MEHEE pa3a B

TPH roja, ITOBBIIIECHUE
OCBEJIOMJIEHHOCTHU COTPYIHHUKOB -
OCTOSHHO (HaHHOE O0y4YeHHE
IPOBOJIUT OTBETCTBEHHBIN 34

obecreuenne 6esonacHoctu 11/1H B
NCI1/1n)

M aBeHTapu3anus
MH(POPMAIIMOHHBIX pECypPCOB

Pa3 B mojaroma

[TpoBOIUTCS C IIETIBIO BBIABJIICHUSA B

HH(OPMAIMOHHBIX pecypcax
npucyrcTBus 1110

VY cTaHOBKa CPOKOB 00pabOTKH

[1]11 1 mpoueayphl UX
YHHUYTOXXECHHS [10 OKOHYAHUH
cpoka 00paboTKH

[Ipu
He0OXO0IUMOCTH

Ina I1J1a OnepaTopoM
yCTaHABJIMBAIOTCS CPOKH 00paboTKH
[1/1H, KOTOpbIE€ JOKYMEHTAJIBHO
MOATBEPKAAIOTCS B HOpPMATHBHBIX
noxyMmenTax Omnepatopa. l1pu
IepecMoTpe CPOKOB HEOOXOTUMBIE
M3MEHEHHUS BHOCATCS B

COOTBCTCTBXIOIJIHC IIOK_XMCHTI)I

10

VHUUTOKEHUE 3JIEKTPOHHBIX
(6yMa)kKHBIX) HOCUTEJIEH
nHGOpMaIlUH IIPU
IOCTYDKEHUH 1iesielt 00paboTKy
[1]1H

[Ipu
HeO0OXO0IMMOCTH

VHUYTOXKEHHE 3JIEKTPOHHBIX
(6yMaKHBIX) HOCHTETICH
yHGOpMAaIUH [IPH JOCTHKEHUH
neneit 06padotku [1/1H
IPOU3BOIUTCS ¢ OPOPMIICHIEM AKTA

Ha CUCaHH€e U YHUUYTOXCHUE

3JIEKTPOHHBIX (OyMaXKHBIX)

gocuTenei nadopmanuu. Popma
COOTBETCTBYIOIIETO aKTa IIpUBEJICHA
B [Ipukase «O6 yTBepxkaIeHAH GOpM
JIOKYMEHTOB, HEOOXOAMMBIX B IEJIAX

BEITIOJIHEHUS TPEOOBAHMH
3aKOHOJaTeJIbCTBA B 00/1aCTH

MepCOHANbHBIX JaHHBIX

11

OnpeneneHue ypoBHs

samuuesHocTd 1118 mpu ux
o6paboTtke B MCIL/IH

IIpu
He0OXOIUMOCTH

OmnpenelieHue ypOBHA
samuueHHocty 1111 mpu ux
oopabotke B UCIIQH
OCYIIECTBJISAETCS IIPH CO3NaHuH
MNCIIIy, mpu U3MEHEHHH COCTaBa
[1/11, o6peMa 0OpabaThIBAEMBIX
[11H, cyonextoB [1/1H

k2

BrIgBiieHUE yTIPO3
6e30MacHOCTH U pa3paboTKa

Mozeliell yrpo3 U HapyIuTe s

[Ipu
HeOOXOIUMOCTH

Pa3zpabarpiBaeTcs MpHU CO3AaHHUH
cuctemsl 3anuTel MCI11H

13

Attectauus VCII/1H Ba
COOTBETCTBHE TpeOOBaHUSAM I10
oOecrieyeHHI0 0€30IaCHOCTH

[1J11

IIpu

HeO0OXOIUMOCTH

[TpoBOAMTCS COBMECTHO C
munensuatamMu @CTOK

[Tpu

14

Axcruryaraus UCILAH u




KOHTPOJIb Oe3omacHocTH 11/1H

He0OXOIUMOCTH

15

[Tormxenue TpeOOBaHUH 110
samure [1JIH myreM
cermentuposanus VICI1/IH,
OTKJIIOUEHHUS OT CeTel OOIIETO
[OJIL30BaHUsI, 0OECTICUCHUA
oomena mexxay VCIIIH ¢
[TOMOIIBIO CMEHHBIX
HOCHUTEJIEN, CO3JaHusA
agronomHbIx MCI1/1H Ha
ppiaesieHHbIX APM u nmpo4dnx

JIOCTYIIHBIX MEp

[Ipu
He0OX0OIMMOCTHU

B ciyuae co3nanug MCI1/IH, a TaxoKe
[MpUBEACHUS UMEIOIIIXCS NCIIJ1a B
COOTBETCTBUHU ¢ TPeOOBAHUSIMU
3aKOHa




